911 Central Avenue, PO Box 429 • Nebraska City, NE 68410 • 402-873-3388
716 Illinois, PO Box 189 • Sidney, IA 51652 • 712-374-2622
301 Oakland Ave, PO Box 68 • Oakland, IA 51560 • 712-482-6431
2945 S 132nd St. • Omaha, NE 68144 • 402-964-0595
Arbor Banking Group, 16820 Frances St, Ste 102 • Omaha, NE 68130 • 402-933-7632

ARBOR ADVICE
Helpful financial tips provided by Arbor Bank
______________________________________________________________________________________________________

Protecting Yourself Online
October 2, 2012

Internet crimes are very common—online criminals steal millions of dollars each year from unsuspecting
victims. Are you at risk? Ask yourself these questions to help determine if your habits are safe:
1. Do you visit websites by clicking links within emails?
2. Do you reply to emails from companies or people you are not familiar with?
3. Have you received packages to hold or ship to someone you met on the internet?
4. Have you been asked to cash checks or wire funds to an employer you met online?
5. Would you cash checks or money orders received through an online transaction without first
confirming their legitimacy?
6.Would you provide your personal or account information as a result of an e-mail notification?
If you answered “Yes” to any of these questions, you may be putting yourself at risk. Below you will find
six preventative measures to help protect yourself.
Beware of “phishing” emails. Fraudulent emails often look like they are coming from a legitimate
source such as the FDIC or the IRS. If you are not expecting an email, do not click on the link or confirm
the requested information. To confirm legitimacy, contact the company directly by a phone number
retrieved from a phone book or company website.
Never click on links within an email. Links within emails often contain viruses. Don’t forget to install
and regularly update anti-virus, anti-spyware and firewall software on your computer.
Protect your personal information. Keep your banking information private—never share your PIN or
password with anyone. Choose a secure password with both letters and numbers, and avoid using any
obvious giveaways such as your date of birth, part of your name, address or your pets.
Change your passwords regularly. Do not use the same password for multiple purposes—make sure
you have different passwords for the various internet sites you visit.
Do not transfer money for someone you do not know. You should never agree to transfer money
through your account for a commission. This can be an attempt to get you to receive and then transfer
stolen funds to criminals overseas. These requests are often disguised as fake employment
opportunities.
Take action. Delete all spam emails immediately from your inbox. Report potential e-scams to the
www.ic3.gov Internet Crime Complaint Center. Additionally, unsolicited e-mail offers and spam can be
forwarded to the Federal Trade Commission at spam@uce.gov.
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